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Executive summary 
Through the fourth industrial revolution, the world is entering an era where millions of items 
are able to collect, communicate and share information through the network. The Internet 
of Things (IoT) is placed in this context, representing one of the technologies that will have 
major implications in the near future. With the IoT, physical and virtual objects can be linked 
to other objects and the Internet, creating relationships between things and humans. The IoT 
can combine the physical and virtual world creating smart environments, able to perceive, 
analyse and adapt to multiple applications and users. Since 1999, the year in which the term 
was used for the first time by Kevin Ashton, co-founder and director of a research consortium 
based at the Massachusetts Institute of Technology, the IoT trend has grown a lot. An 
indicator of this is the number of mobile objects connected, which, thanks to the Internet 
have seen an exponential increase. In 2018 there were 7 billion objects connected to the 
Internet [1]. For the year 2020 the number of mobile objects connected through the IoT is 
expected amount to 50 billion [2]. Other estimates are 14 billion objects connected by the 
end of 2019 and over 25 billion by the end of 2021 [3]. According to a study by the European 
Commission, the market value of the IoT in Europe is expected to exceed a trillion euros for 
2020 [4]. The IoT Growth was also favoured by the reduction in the cost of sensors over the 
last 5 years, which is around 30 -70%, as well as by the wide availability of low-cost sensors 
that lend themselves to multiple uses. Relying on existing communications technologies like 
the Internet, the IoT allows people and objects to interconnect in different private, public 
and industrial contexts by facilitating the exchange of information and facilitating decision 
making in real time. In this way, the objects are capable of interacting with the surrounding 
environment, gathering data and informing the user about the state, and to the changes that 
the object detects in the real world. These opportunities represent a real step towards the 
digitization of many aspects of society, economy, the environment, public administration and 
industry. 
 

The progress of the Internet of Things in Europe 
Internet of Things (IoT) is the next economic and social innovation allowing significant flow 
from the Internet. Through the IoT, any physical object (such as a thermostat or a bicycle 
helmet) and virtual (ie a representation of a real object in a computer system) can be 
connected to other objects and the Internet, creating relationships between things and 
humans. The IoT can combine the physical and virtual world in an intelligent environment 
that perceives, analyses and adapts, making the lives of millions of people easier, safer, 
and more efficient. The strategy for the European Digital Single Market stresses the need 
to avoid fragmentation by promoting interoperability so that the Internet of things can 
express it's potential at the highest level [5]. 

 
In Europe, many countries have implemented programs and initiatives that aim to promote 
the dissemination of a series of enabling technologies for the industry 4.0, which constitute 
the foundation of the fourth industrial revolution. Enabling technologies for the industry 4.0 
include several technologies, including the IoT. In Italy, in September 2016, the Ministry for 
Economic Development drew up the National Industry 4.0 Plan, which includes a series of 
specific actions in favour of business digital processing, including reference to the Industrial 
Internet of Things (IIoT), or the set of specific IoT applications in the context of production 
process management. The potential of the IoT is of increasing importance in various sectors, 
both in the production of goods and in the production of services, as this technology is 
included within the set of enabling technologies that formally establish the transition to the 
industry 4.0 technological model. In manufacturing the paradigm to which reference is made 
is that of Smart Manufacturing, in which the IoT can be seen as an innovative tool for 
increasing the efficiency of production processes and traceability in real time of production 
assets. However, the IoT will not only help to improve the manufacturing industry, by 
monitoring the most precise and reliable manufacturing processes, but will also allow the 
emergence of new business models, which will be based on the use of large amounts of data, 
collected from sensors. 
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The ability to connect the real world to the internet will have implications that will involve, 
in addition to manufacturing, more strategic sectors of South Tyrol such as agriculture, trade, 
construction, mobility, public administration, health and tourism. In the previous Smart 
Specialization Strategy for the Autonomous Province of Bolzano Bolzano-Alto [6] The concept 
of IoT was already being cited as promising in relation to innovation in the area of 
specialization of creative industries. In these terms, the benefits of creating a link between 
the electronic and the real world had already been recognised. "In conferring electronic 
identity to things and places through the physical environment, e.g. through the use of 
distributed devices such as sensors and/or radio frequency tags (RFID), you can collect data 
and communicate information over the network, making them accessible and usable by any 
user "[4]. In this way it was hoped for the development of applications, infrastructure, 
services and content, mainly ICT-based technologies, acquisition, monitoring, conservation, 
development and use e.g. the historical, artistic and cultural heritage of 'South Tyrol through 
the IoT concepts. 
 
In recent years, technological progress has greatly expanded the areas of the IoT application, 
providing numerous opportunities for developing new products, services and innovative 
business models that could also benefit the South Tyrolean economy. Relevant applications 
that are deemed to have positive effects on the territory of South Tyrol also concern the field 
of Smart Cities, in which case the IoT allows people to relate with the infrastructure and 
services to citizens, in a simple and immediate way. The objects in the case of smart cities 
could be traffic lights, vehicles, buildings, and monuments that are able to communicate 
information to users, thanks to sensors that continuously collect data, then transmit to a 
central network, which processes and connects them. Smart Cities are one of the most 
relevant areas for the IoT. According to some observers, more than a fifth of all IoT projects 
announced publicly relate to the theme of Smart Cities [1]. The IoT applied, specifically, to 
the field of Public administration also opens up a number of scenarios for improving the 
relationship between institutions and citizens. Even the theme of mobility is strongly 
influenced by this technological trend. In this scenario we talk about Smart Mobility, i.e. the 
set of dynamics caused, for example, by the connection of tracking systems for public 
transport and infrastructure, allowing various stakeholders to know various information, 
such as the location of the means, the state of the roads or the vehicle operating state, in 
real time. The Internet of Things also finds room in the field of tourism, a particularly 
important issue for South Tyrol. Monuments or places of interest can be equipped with radio 
transmitters, which allow the user to receive information about the object on his 
smartphone. One of the most promising sectors for development for the IoT regards Health 
and Welfare. Through sensors that monitor parameters such as blood pressure or the level 
of sugar in the blood, the health of a patient can be monitored remotely in real time. A central 
computer could not only collect data, but could also analyse and predict the onset of certain 
diseases promptly notifying the user and the medical staff. Also, the way in which it interacts 
with buildings and with peopleΩǎ homes has the potential to be revolutionized by the IoT. In 
this context, the IoT is an enabling technology leading to home automation, allowing people 
to save time and improve the quality of their lives by digitally managing many features and 
home devices. The concept of the Smart Home will continue to be one of the main areas of 
the IoT application, as evidenced by the high volume of sales of dedicated devices globally. 
The potential of the IoT can be extended to encourage innovation in the agricultural and 
environmental sector with applications which support the concept of Smart Agriculture. In 
this sector there is a great potential deriving from the systematic analysis of data that are 
generated by agricultural activities in support of decision making. The information derived 
from the data may help improve the sustainability of business through the optimization of 
production processes and the use of a targeted use of raw materials in the supply chain. 

The transformation of Big Data in Smart Data 
Through the Internet of Things (IoT) objects are connected and continuously collect data 
that are brought to a central system that will analyse, process and share them, so the real 
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and virtual worlds converge in what is called an intelligent world. These items not only 
collect data, but they can communicate with each other in order to make decisions based 
on the data collected through algorithms. The huge amount of collected data (Big Data) 
does not hold any meaning until it is read and transformed into information by a central 
computer, which assigns, via specific analysis, meaning to the data read by the sensors, 
giving life to what are defined as Smart Data. 

 
Accessibility in terms of cost and availability of the IoT technologies also allows Small and 
Medium Enterprises (SMEs) to ride the wave of this technological trend. SMEs account for 
99% of all businesses in European countries, and a key element in the economic and 
productive fabric of South Tyrol. Despite the huge potential the IoT presents, numerous 
studies report that SMEs are still very cautious about the introduction of new technologies 
in their production structure. This is due to their lack of resources, both in monetary terms 
and in the knowledge and of the opportunities and risks of this technology for their business. 
Moreover, the fact that there are still no standards and specific rules for the use does not 
favour a rapid deployment of the IoT in all the above areas. That said, both SMEs and start-
ups have real a real possibility to seize the opportunities presented by the IoT, because their 
agility allows them to radically change their marketing strategy and their organizational 
structure. Scientific literature devotes much space to the implementation of Industry 4.0 
technologies in SMEs. The research focuses on the development of methodologies and tools 
that enable knowledge transfer to SMEs to develop new solutions for specific contexts (use-
case), services and business models that allow the connection of elements of the virtual and 
digital world. 
 
For versatility of the use of the IoT, the European Commission considers this technology to 
be the next significant economic and social innovation permitted by the internet, stressing 
the need to avoid fragmentation by promoting interoperability so that the Internet of things 
can express potential at the highest level. The development of this trend also contributed to 
the emergence of several topics of discussion that relate to security, privacy and ownership 
of data collected. The progress of the debate related to these issues requires careful 
consideration, including thorough targeted research activities, that encourage responsible, 
safe and effective use of this technology to support the competitiveness of the territory. The 
emergence of this technology will also depend on local and international policies which 
support the IoT spread in SMEs, which represent almost all of the companies in the territory. 
SMEs, like other players in the area interested in exploiting the potential of the IoT, must be 
able to rely on instruments aimed at creating strategic partnerships between companies and 
research centres, that promote the transfer of highly technical knowledge and know-how for 
introduction in the market of new products, services and business models. The European 
Union recognises the importance of targeted IoT research and testing to support the 
development and adoption of such a strategically important technology. For the 2014-2021  
period, under the European research and innovation program Horizon 2020 [7], the EU will 
invest nearly 500 million euros in research, innovation and diffusion of the IoT, trying to 
overcome the possible technological barriers and regulatory and market conditions that 
could hinder the spread. 
 

Conclusion 
The IoT is one of the necessary components needed for the new industrial revolution. The 
possibility to connect each object to a network, uniquely accessible and integrated in a 
context of centralized or distributed information systems, will allow the development of 
technologies, products, services and business models. The creation of an IoT community 
on a local level which intends to cooperate in the development of innovative ideas, can 
promote the further development and use of such technologies, increasing regional 
capacity to generate positive effects on the territory. In addition to stakeholders which 
include representatives of industry, research and public administration it is desirable to 
involve civil society, in order to drive the development of innovative products and services 
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in terms of expectations and needs both shared and real. In South Tyrol there are 
numerous opportunities for the application of the IoT technologies in the most strategic 
sectors and areas of the territory such as agriculture, tourism, mobility, citizen services 
and public administration, smart-cities, healthcare, manufacturing and construction. 
These applications will provide new growth opportunities for local businesses as well as 
offer innovative services with high technical content and know-how on the territory. 
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The potential of IoT businesses in South Tyrol 

The systematic collection of companies and other types of stakeholders has allowed the 
definition of the characteristics of the IoT network and the main fields and strategic areas of 
knowledge for the development of innovative projects at a local level. This community is 
composed of stakeholders in the area that can benefit directly or indirectly in the 
development of projects in the IoT. The study shows the presence of a network composed of 
many stakeholders classified in companies, start-up and research centres operating in 
various sectors and areas of strategic application to the territory. Figure 1  illustrates the 
distribution of stakeholders by sector and scope of application at a local level. The results of 
the survey aimed at defining active South Tyrolean stakeholders or those that can benefit, 
even indirectly, from the introduction of innovative IoT services, shows the existence of a 
very heterogeneous and synergetic network composed of companies, research centres, 
start-ups up and public administrations.. 

 

 

Figure 1: Stakeholder IoT network in South Tyrol 

The division of the stakeholders was conducted on the basis of the references provided by 
the Internet of Things Alliance for Innovation (AIOTI) within the report "IoT LSP Standard 
Framework Concepts" [8] which identifies the following areas of application for this 
technology: 

- Home/Building 
- Manufacturing/Industrial Automation 
- Vehicle/Transportation 
- Healthcare 
- Energy 
- Wearables 
- Environment / Farming 
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Figure 2 Applications and market positionin
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The analysis, indicates that the majority of stakeholders in the area in relation to the IoT field 
is primarily active in the manufacturing sector and in the application areas related to the 
Smart Cities theme. Further sectors characterized by the presence of numerous stakeholders 
concern agriculture and the environment, Smart Home and construction, and energy and 
mobility. The sectors in which a relatively low level of participation is found include 
healthcare and wearables. 
 
Further analysis allowed us to conduct an initial identification of companies depending on 
the area of specialization (Hardware/Software), market positioning (B2B/B2C), and type of 
applications provided. Figure 2 shows the distribution of the companies identified as 
potentially eligible for the IoT technologies, in general terms relative to the kind of 
applications they offer and their market positioning. 
 
Specifically, the lower horizontal axis of the matrix represents the type of market, the vertical 
axis the orientation to hardware or software solutions, while the upper horizontal axis 
includes the set of technologies, solutions and applications that the company offers. For a 
correct reading of the graph we must consider that the right part of the graph indicates the 
presence of the company in the B2B market and the left-hand part B2C. Following the same 
logic, the quandrants at the bottom identify the offer of software solutions, while above are 
the offers of products/services in the hardware field. The combination of these dimensions 
with the columns relating to technologies/solutions/applications allows the identification of 
the specific positioning of each company. 

 

Conclusion 
The profile of the community that the research has enabled us to delineate, can be 
considered the initial context of competences necessary to foster collaborations for the 
development of innovative ideas between companies, research centres and start-ups. 
Encouraging and promoting the creation of such collaborations in the area can contribute 
to the development and market introduction of innovative products and services. 
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IoT projects in EU funding programs 

The analysis of initiatives and projects active in South Tyrol in the IoT sector involved the 
systematic collection of projects co-funded by the European Commission in a number of 
significant financing programs for the area at different levels, by expanding the search from 
the local level (e.g. ERDF) to the international level (e.g. H2020). The presentation of these 
projects provides an overview of the thematic areas and the contents subject to research and 
development, to be considered to establish synergies for any possible future research 
developments in the area. Table 1 summarizes the main funding programs at a European 
level in which projects related to the IoT were carried out. 

 
Table 1: Overview EU 
programs in the IoT 

area 

Most projects in the 
IoT have been 
identified within the 
funding program 
Horizon 2020. 
Considering only the 
projects financed at 

a local level, we can see that in South Tyrol, most of the projects fall within the concept of 
creating networks and knowledge transfers to the territorial players on the potential of the 
adoption of technologies and IoT systems, as well as services coaching on the theme of digital 
transformation to support businesses. The ERDF projects have mainly been concerned with 
the creation of an ecosystem favourable to the use of IoT technologies. The table shows that 
most of the projects analysed dealt mainly with the development of software or hardware 
platforms linked to the IoT area. This phenomenon is also reflected in the literature on the 
topic of industry 4.0 and more specifically with regard to the IoT.  
 
Some of the identified projects foresee the use of Beacon, mainly for proximity marketing 
and location purposes. Again, some projects are dedicated to improving the capabilities of 
the Beacon technology, such as improving the accuracy of position identification. The 
number of projects that are applied within the health and construction sector has been 
smaller. 
 
Preliminary research has allowed us to identify general thematic areas in which projects and 
initiatives in the IoT area have been developed. This reference made it possible to classify 
the various projects by macro-theme, providing useful information to determine which 
thematic areas are mostly dealt with in the respective EU Financing Programs. Subsequent 
analyses at program and comparison level will use this information, also combining more 
specific elements related to the type of activity performed, showing the main evidences that 
derive from it. 
 

Conclusion 
The systematic collection of projects highlights the vastness of contents and sectors 
subject to research and development in the IoT area, potentially transferable according to 
the needs within the context of South Tyrol. The knowledge of previous experiences 
carried out at a local and international level in the IoT field - and in particular of the 
methodologies used, identified success factors, as well as technological limits - 
representing information that can facilitate the stakeholders interested in defining 
innovative projects in the sectors defined as strategic at a local level 

  

Programs Level project selection 
ERDF Autonomous Province of Bolzano Regional 12 
Interreg Italy-Austria Transnational 1 
Interreg Alpine Space  Transnational 1 
Horizon 2020 International 49 
Europe Interreg International 1 
LIFE International 3 
Chist-era International 6 
Other programs International 10 
Total  83 
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Guidelines for the development of innovative ideas in IoT 

One objective of this document concerns the definition of guidelines that support the 
innovation community subjects in the future development of innovative projects and ideas 
in the IoT area. In this sense, we intend to provide NOI Spa with concrete tools to support 
innovation processes within collaborations between companies, research centres and start-
ups.  
 
This section presents the inclusive guidelines of the different phases of interaction between 
NOI Spa and the interested parties to evaluate the potential of innovative ideas and to 
develop projects (Figure 3). 

 

 
Figure 3: Phases of interaction in the development of innovative projects and ideas 

 
For each of the phases, specific objectives, methods, tools, expected results and required 
participants are indicated to support the creation of a favourable context for collaboration 
between companies, research centres and start-ups.   

Coordination Board 

Companies that intend to implement innovative ideas in the IoT field and need support, for 
example, technological research partners, idea content improvements and evaluation of 
possible financing opportunities will be able to involve NOI Spa - TechTransfer Digital 
Technologies. The objective of this meeting (Coordination Board) allows the company to 
receive feedback on the contents of the idea and to network with other partners of the IoT 
community for the further development and realization of the idea (Figure 4) 
 
 

 
Figure 4: Overview of the coordination Board 

 
















